ABSTRACT: Secured communication of information is important across the globe. Cryptography is one of the methods to attain security of information. The Hill cipher (HC) is one of the famous and known symmetric encryption algorithm based on linear matrix transformation. Hill Cipher has several advantages such as masquerading letter frequencies of the plaintext and high throughput. Despite the ease and speed of the Hill Cipher, the original Hill Cipher is no longer used due to the vulnerability against known plaintext-ciphertext attack. So to enhance security of Hill cipher various methods are proposed by different researchers. This paper aims to present review of various techniques used for Hill Cipher modification to improve performance of Hill Cipher in data security. 
There might be some problems due to the fact that decryption require
. But in fact, those matrices K with determinant 0, or with a determinant that has common factors with the modulus M, will be singular over M Z , and so they do not have inverse and therefore they will not be eligible as key matrices in the Hill cipher algorithm [1, 2, 3, 4, 14] .
To avoid security problems of original Hill Cipher various modification methods for Hill Cipher is proposed by researchers.
a. Hill cipher modification based on Involutory, Permuted and Reiterative Key Matrix Generation [5]
In Hill Cipher while decryption inverse Key matrix is required so if matrix is not invertible then it cannot be used as Key in Hill Cipher. This problem can be solved by using Involutory, Permuted and Reiterative Key Matrix Generation method for Hill Cipher. Generation of Involutory matrix:
, a non-singular matrix 22 A which has ) 2 (  b number of Eigen values of either +1 or −1 or both.
Determine the other Eigen value λ of 22
A .
Set 11
a = -λ.
Obtain the consistent solution of all elements of 21
A & 12 A by using the equation 
Formulation of Permuted Matrix:
This scheme used "random" permutations of columns and rows of a matrix to form a "different" key for each block data encryption. kl P be a permutation matrix generated as Security Analysis: Involutory matrices eliminate necessity of matrix inverses for Hill decryptions. So that same machinery can be used both for encryption and decryption of massages and reduce time required for decryption in Hill cipher scheme. Permuted matrix and reiterative key generation method generates "different" key for each block of data encryption, thereby significantly increases its strength against various cryptanalysis attacks [5] .
II. RELATED WORK: HILL CIPHER MODIFICATIONS
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b. Hill cipher modification based on Affine Transform and one way Hash function [6]
Mohsen Toorani and Abolfazi Falahati proposed cryptosystem that includes a ciphering core as shown in Figure 1 , and a one-pass protocol which is shown in Figure 2 . Each block of data is encrypted using a random number. For avoiding multiple random number generations, only one random number is generated at the beginning of encryption and the corresponding random number of the following data blocks is recursively generated using a one-way hash function in a hash chain, as it is depicted in Figure 1 . The basic random number that is generated prior to the encryption should be securely shared between the participants. This can be done using the introduced one pass protocol that is depicted in Figure 2 where the encryption and decryption procedures should be followed from Figure 1 .
Encryption Decryption 
Security Analysis: The proposed cryptosystem provides the security against the known plaintext attack since n equations cannot be used for solving an unknown n×n matrix and 2n unknown parameters. Choosing a large prime number p as the modulus extremely enhances the keyspace so the bruteforce or the ciphertext-only attack does not break the cipher. The random number after a secure transmission is recursively encoded with the one-way hash function so it differs for each block of plaintext. The chosen-ciphertext and chosen-plaintext attacks are also thwarted since the random number 0 a that its knowledge is essential for such attacks, is exchanged through a secure protocol [6] .
But Liam Keliher and Anthony Z. Delaney develop Chosen Plaintext attack which breaks the secure variant of Hill Cipher [7] .
c. Hill Cipher modification based on H-S-X (Hill-Shift-XOR)[8]
Hill cipher algorithm cannot effectively encrypt images that contain large areas of a single color. Bibhudendra Acharya et al. have proposed a novel technique which is a modified version of Hill cipher algorithm for image encryption named H-S-X (Hill-Shift-XOR) which can be applied to any type of images whether they are color or gray. 
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Algorithm H-S-X:
Step1: 2-level Hill Cipher is applied to original Image using a random matrix having odd determinant.
Step2 Step3: Block wise XOR operation is performed onto resultant image using the key matrix or one of its permutations or a masked version of the key.
Security analysis: H-S-X algorithm is more secure to brute force attacks as compared to original Hill cipher algorithm.
A Brute Force Attack requires 2 8 2 n number of key generations; where n is the order of key matrix. This scheme is resistant against known plaintext attacks due to the shifting steps involved in Step2. It is also resistant to Chosen Plaintext attacks, if the H-S-X steps are repeated. H-S-X scheme is slow compared to original Hill cipher [8] .
d. Hill Cipher modification based on Bitwise operation [9]
Ahmed Desokyi and Anju Panicker Madhusoodhanan propose Hill Cipher modification for application of binary data. The bitwise matrix multiplication is used for encryption and decryption process in which when values in the matrices are multiplied, bitwise AND is used and when values are added bitwise XOR is used. The Key matrix generation, encryption and decryption algorithm are shown below: 
Calculate key
Encryption: 
) (
Where, Q is the decryption operator. Security Analysis: The relation between Plaintext (P), Key matrix (K) , encryption operator ( Q ) and Ciphertext ( C ) is many-to-one so all kinds of cryptanalysis attacks like Ciphertext only, Known plaintext, Chosen plaintext and Chosen cipher text are found to be useless for proposed system [11] .
Encryption
In this paper various techniques for Hill Cipher modification are described which provide security against various cryptanalysis attacks like Ciphertext only, Known plaintext, Chosen plaintext and Chosen cipher text. But as we increase security strength of Hill Cipher the computation cost and complexity of algorithm is increases. The Computational Cost of different Algorithms for encryption and decryption of each block of data is given below, where n is rank of key matrix without considering inverse key calculation which is required for decryption: 
III. CONCLUSION
